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1. Installation Guide

This installation guide document describes the procedure of installing the ONVIF Device Test Tool v.
14.06 in section 2, ONVIF Device Test Tool installation.

Before installing the ONVIF Device Test Tool, make sure the media framework ffdshow is installed.
This framework is required for real-time audio and video playback and display. If installed prior to the
installation of the ONVIF Device Test Tool, the framework will be automatically configured during the
test tool installation process. Alternatively, the ffdshow framework can be configured manually as
described in section 3, Confiquring ffdshow. The ffdshow framework can be downloaded and
installed from http://sourceforge.net/projects/ffdshow-tryout/.

Windows 7, and later Windows versions, requires the ‘Function Discovery Resource Publication’
service to be disabled for device discovery to work properly. Section 4, Device Discovery
Troubleshooting, describes how to do that.

The installation of ONVIF Device Test Tool v. 14.06 does not remove any previously installed ONVIF
Test Tool versions, i.e. older ONVIF Test Tool versions should be manually uninstalled.
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2. ONVIF Device Test Tool installation

2.1. StartInstallation

To start the installation of the ONVIF Device Test Tool launch setup.msi or setup.exe. They are
located in the directory where the test tool zip-file was unpacked

2.2. Welcome Page

The first page of the installation application is the welcome page. Click ‘Next’ to proceed.

2! ONVIF Device Test Tool 14.06 Setup — =

Welcome to the ONVIF Device Test Tool
14.06 Setup Wizard

The Setup Wizard will install OMVIF Device Test Tool 14,06
on your computer. Click Next to continue or Cancel to exit
the Setup Wizard,

OnviF

2.3. License Agreement

Read through the license agreement. If accepting the license agreement, select the ‘I accept the
terms in the License Agreement’ check-box and click ‘Next’ to proceed. Otherwise, click the ‘Cancel’
and the installation will terminate without the ONVIF Device Test Tool being installed. If necessary,
click ‘Print’ to print out the License Agreement.
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i ONVIF Device Test Tool 14.06 Setup = O

End-User License Agreement

Flease read the following license agreement carefully ‘ I n VI F

~
ONVIF LICENSE AGREEMENT
This i=s a legal agreement between you (either
individual or an entity) and CONVIF. By installing,
copying or otherwise using the S0FIWARE, vou are
agreeing to be bound by the terms of this agreement.
ONVIF S0OFTWARE LICENSE
1. GRANT OF LICENSE. ONVIF grants to you as ONVIF
Member the right to use the S0FIWARE. The S50FIWAERE W
[ ]1 accept the terms in the License Agreement

Print Back Mext Cance

2.4. Targetinstallation folder

The installation application provides a default target installation folder. To select another target
directory, click ‘Change ...” and select the desired new target installation directory.

Select the ONVIF Device Test Tool availability for all users of the target machine or only the one user
installing the tool.

Once the target installation directory and tool availability are correct click ‘Next’.
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i ONVIF Device Test Tool 14.06 Setup = O

Destination Folder

Click Mext to install to the default folder or didk Change to choose ‘ I
another. n VI F

Install OMVIF Device Test Tool 14,06 to;

|C: YProgram Files (x86)\ONVIF\OMVIF Device Test Tooly14.08Y

Change...
Install OMVIF Device Test Tool 14.06 for youself, or for anyone who uses this computer:

(®) Everyone

() Just me

2.5. Startinstallation

The ONVIF Device Test Tool installation is now configured and the ONVIF Device Test Tool is now
ready to be installed. Click ‘Install’ to proceed with the installation.

2! ONVIF Device Test Tool 14.06 Setup — =

Ready to install ONVIF Device Test Tool 14.06

OnviIF

Click Install to begin the installation. Clidk Back to review ar chanage any of your
installation settings. Click Cancel to exit the wizard.

Back | '&'Insmll Cancel
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The last step in the installation procedure is the installation information pages. Review the
installation information carefully. Once finished, click ‘Next’.
13! ONVIF Device Test Tool 14.06 Setup - &
ONVIF Device Test Tool 14.06 Information
_______________________________ e
BEFCRE YOU BEGIN, STEP 1
Before you begin, please read the following
information about f£fdshow installation and device
dizcovery carefully.
FFDSHOW
You need to have ffdshow installed to view live ¥
Download ffdshaow
Back Mext Cancel

ONVIF Device Test Tool 14.06 Information

i Install Bouncy Castle = =

OnviIF

_______________________________ re
BEFCRE YOU BEGIN, STEP 2
Before you begin, please, read the following
information about Bouncy Castle Crypto library
installation carefully.
Bouncy Castle Crypto library
You need to have Bouncy Castle Crypto library W
Download Bouncy Castle Crypto library
Back Mext Cancel
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2.7. Finish installation

When installation is completed, click ‘Finish’ to exit the Setup Wizard. The ONVIF Device Test Tool is
now ready for use.

13! ONVIF Device Test Tool 14.06 Setup - &

Completed the ONVIF Device Test Tool
14.06 Setup Wizard

Click the Finish button to exit the Setup Wizard.

OnviF

5
i
i

2.8. Startapplication
After the application installation is complete, there is a shortcut to the ONVIF Device Test Tool on the
Windows Desktop and another one on the Start menu. Start the ONVIF Device Test Tool by clicking
the icon.
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To display and playback video and audio the ONVIF Device Test Tool requires a multimedia

framework, such as the ffdshow, to be installed on the computer. If ffdshow is installed before the

installation of the ONVIF Device Test Tool, the installation program correctly configures ffdshow for
use with the ONVIF Device Test Tool. Alternatively, ffdshow can be manually configured following the

instructions below.

3.1.

Video decoder configuration

To configure ffdshow, launch the ffdshow video codec configuration utility and select the codecs
configuration as illustrated below. Make sure ‘H.264/AVC’ and ‘Other MPEG4’ video formats have
the ‘libavcodec’ selected as decoder, as well as the ‘MJPEG’ video format further down the video

format list.

m ffdshow video decoder configuration E =] ||§|
Codecs « | [default Pl'nce?s whole image Resct
DirectShow control Only right half
Info & CPU Format Decoder Supported FOURCCsfremarks il
Tray, dialog & paths ; i

[ keys & remate H.?En—‘&,-’ﬁ.'u‘C Iil?ua'-,'ccu:lec H2En—1. .ﬁ.sCI %264, V55H (incomplet. .. ||
Profiles / Preset settings Xvid disabled ¥VID, XVIX E
Show [ hide filters ||| [ Divd 4/5/6 disabled CIVX, DX50
Decoder options | || | Other MPEG4  lbavcodec  MP4v, 3Iv¥, 3IV1, 31v2, MP4S, M45. .. | —
crep Div¥ 3 disabled DIV3, DIV4, DIVS, DIVe, AP41, COL1...
[ oeinterlacing FVFW, FFDS disabled ffdshow and ffwfw internal FOURCCs
[] Logoaway MP43 disabled MP43
[ Postprocessing MP42 disabled MP42, DIV2
[] Picture properties | | mpa1 disabled MP41, MPG4, DIV1
[ Deband H.263 (4) disabled H263, L263, M263, U263, X263, 526...
[ Levels _ FLV1 dizabled Flash video (FLV1)
S ;T;trilﬁlp Theora disabled Theora Video (THEQ)
VP3 disabled VP 3 Video (VP31)
O Sharpen VES disabled VPS5 Video (VP50)
[ warpsharp } i .
VPG disabled VP& Video (VPED, VPEL, VPEZ)
[] o5ealer filter
[ Moise VP&F disabled Flash Video (VP&F, FLY4, VPEA)
[ riesize & aspect vPE disabled VP8 Video (VPS0) -
Borders il
[ Reszet order
[ Export all settings ] [ (0]4 ] [ Cancel ] [ Apply

ONVIF Test Tool v.14.06 Installation Guide
Copyright © ONVIF 2014. All rights reserved.

June 2014
Page 9



n V I F http://www.onvif.org/
Driving IP-based physical security through global standardization

info@onvif.org

m ffdshow video decoder configuration E =] |
Codecs & | |default Process whole image [~ p ooy | Hep |
' . = Only right half -
DirectShow control
Info & CPU Format Decoder Supported FOURCCsfremarks T
Tray, dialog & paths .
[ keys &remate MPEG1 dfsahled MPEG1 codec
Profiles / Preset settings MPEG2 disabled MPEG?Z codec
Show J hide fiters ||| | MPEGin AVI disabled MPEG, MPG1, MPG2, 1001, 1002
Decoder options ||| | Other MPEGZ  disabled EM2V, MMES
O crop WMV 17 disabled Windows Media Video 7 (WMV1)
[ Deinterlacing WMy 28 disabled Windows Media Video 8 (WMVZ) E
[] Logoaway WM 3G disabled Windows Media Video 2 Simple & Mai. ..
[ Postprocessing V-1 disabled YWindows Media Video 9 Advanced Pr.., '—
[ Picture properties L} | ypayp dizabled Windows Media Video 9 Image [WMY. ..
[] Deband MS51/2 disabled Windows Screen Codecs (MS51, MS52)
[JLevels _ H.261 disabled H261, M251
O C;HCSEt &fiip Huffyuy disabled Huffyuv (HFYU) and FEmpeg Huffyl., ..
E E:r SIR MIPEG ibavcodec MG, LIPG, MILS
0 ,,,:rf:h”arp Gther MIFEG  disabled AVRIT, MIPA, SPSX, AMVY
LL L . . R .
[ DScaler filter sVQ1 dfsabled Sorenson sfden (5VQ1)
[ haise SVQ3 disabled Sorenson Video (SYQ3)
[] Resize & aspect 3EPS disabled Quicktime Planar RGE (BPS) -
Borders il
[ Reset order ]
[ Export all settings ] [ QK. ] [ Cancel ] [ Apply

3.2. Video decoder DirectShow control

In the ‘DirectShow control’ menu pane, uncheck the ‘Use ffdshow only in:’ checkbox as illustrated
below.

ONVIF Test Tool v.14.06 Installation Guide June 2014
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-

Codecs -
I
Info & CPU
Tray, dialog & paths
[]keys & remote
Profiles / Preset settings
Show [ hide filters |2
Decoder options 1
[ crop
[] beinterlacing
[] Logoaway
[] Postprocessing

m ffdshow video decoder configuration

default

DirectShow control

Merit: fidshow default
Multiple ffdshow instances:

Don't use fdshaow in:

Process whole image
Only right half

=)

0

only one - check all filters in graph v]

age3.exe;hvatarMP. exe;BeachSo

] Use fidshow only in:

IwFlayer.exe;ACDSes 10, exe; ACT

Edit...

[ Picture properties |

[] oeband

[JLevels

[] offset & fiip

[ Blur & MR

[] sharpen

[] warpsharp

[] oScaler filter

[] Maise

[] Resize & aspect
Borders

[l &

[ Reset order

Show dialog when an unknown application tries to load ffdshow.

[ Export all settings

| [ ok

] [ Cancel

] [ Apply

3.3.

Audio decoder configuration

Launch the ffdshow audio codec configuration utility and select the ‘Codecs’ menu. Make
sure’libfaad2’ decoder is selected for ‘AAC’ audio format, and ‘libavcodec’ is selected for ‘Other
ADPCM’ and ‘Mulaw/Alaw’ audio formats, as illustrated below.

ONVIF Test Tool v.14.06 Installation Guide
Copyright © ONVIF 2014. All rights reserved.

June 2014
Page 11



O n V I ' Driving IP-based physical security through global standardization

http://www.onvif.org/
info@onvif.org
E ffdshow audic decoder configuration E =] |
N - | - Reset
DirectShow contral i
Info & CPU Format Decoder Details ar
Tray, dialog & paths . . T
Stream switcher MP 3 dfsahled MPEG-1 .-?-.udfn:n Layer 3
Profiles / Preset settings MP1,MP2 dizabled MPE-1 Audio Layer 1,2
Show [ hide filters AC3 disabled ATSC A-52 (AC3) decoder
Decoder options E-AC3 dizabled Extended AC3 decoder (Dolb. .. -
Processing TrueHD disabled Dolby TrueHD decoder, Wark. ..
[ Dolby decoder MLP disabled MLP decoder. Works only if A. ..
[ volume E|l | 0TS dizabled 0TS Coherent Acoustics strea, .,
[ Equalizer AAC libfaadz Advanced Audio Coding (AAC)
LIFIR filter Varbis disahled Varbis audio decoder |
0 Convalver AMR disabled Adaptive Multi-Rate in 3gp file...
[ Irtll'l:_"se reduction LPCM disabled Linear Pulse Code Modulation
] u--”namphE WMA 7 disabled Windows Media Audio compati...
E Eree:e;rt WA 39 disabled not WMAS pro, voice or lossless
0 R:;Zri ' |Z MS ADPCM disabled M5 Adaptive DPCM
[] Delay P MS IMA ADPCM disahled M3 IMA Adaptive DPCM
[] LFE Crossover — | | Other ADPCM libavcodec Creative, Yamaha, 3,728, DK...
[] Swap channels Mulaw fAlaw libavcodec Mu-aw & Adaw -
Mixer i
1 —~rre
[ Reset order
[ Export all settings ] [ QK. ] [ Cancel ] [ Apply

3.4.

DirectShow control in the audio decoder configuration.

ONVIF Test Tool v.14.06 Installation Guide
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-

Ef‘l‘dshowaudiﬂ- decoder configuration =-| = |[é]

Codecs | [default Reset
DirectShow control Hll—
Info & CPU DirectShow control

Tray, dislog & paths Merit: ffdshow default ' D
Stream switcher

Profiles / Preset settings
Showe J hide filters
E::Ed;:nzphnns Don't use ffdshow in: age3d.exe;AvatarMP, exe BeachSm

[J olby decoder
[] volume

[] Equalizer

[ FIR. filter

[ Convalver

[] Maise reduction
] winamp 2

[ Freeverb

[ crystality

[] Resample

[ oelay R
[ LFE Crossover

[] swap channels

Multiple ffdshow instances: only one - check previous filter anly v]

[[]Use ffdshow only in: IwPlayer.exe; ACDSee10.exe;ACC| | Edit. ..

m

Show dialog when an unknown application tries to load ffdshow.

Mixer i
1 —~rre
[ Reset order ]
[ Export all settings ] [ QK. ] [ Cancel ] [ Apply
ONVIF Test Tool v.14.06 Installation Guide June 2014

Copyright © ONVIF 2014. All rights reserved. Page 13



n VI F http://www.onvif.org/
Driving IP-based physical security through global standardization

info@onvif.org

4.Device Discovery Troubleshooting

If using Windows 7 or higher, the Function Discovery Resource Publication service needs to be
disabled for device discovery to work properly. This can be done either by executing the command
‘net stop FDResPub’ in the Command Prompt, as illustrated below, or alternatively through the
Services dialog, as described in the next section.

To disable the service make sure you are logged in as the Administrator. Press the # -button of the
keyboard and, while holding down the 8 -button, press the ‘R’ key on the keyboard to open up the
‘Run’ dialog window. In the ‘Open’ text frame type ‘net stop FDResPub’ as illustrated below, and
press ‘OK’.

= Run

===  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: et stop FDResPub v

‘?‘i' This task will be created with administrative privileges.

[ 0K J ‘ Cancel ] [ Browse...

Alternatively, start the Services tool and find the ‘Function Discovery Resource Publication’ in the
service list. Make sure it is stopped, illustrated below.

ONVIF Test Tool v.14.06 Installation Guide June 2014
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=23

A Computer Management (Local
4 {f} System Tools

b . Task Scheduler

» @] Event Viewer

1> @] Shared Folders

b &% Local Users and Groups

» (®) Performance
= Device Manager

4 3 Storage
g Disk Management
4 Ty Services and Applications

£ Services
5 WMI Control

o= HE » = nw

Function Discovery Resource
Publication

Start the service

Description:

Publishes this computer and
resources attached to this computer
so they can be discovered over the
network. If this service is stopped,
network resources will ne longer be
published and they will not be
discovered by other computers on
the network.

Name Description Status
C;, Diagnostic Service... The Diagno... Started
% Diagnostic System... The Diagno...

. Disk Defragmenter  Provides Dis...

% Distributed Link Tr... Maintains li... Started
Qg, Distributed Transa... Coordinates...

7. DNS Client The DNS Cli... Started
% Encrypting File Sy... Provides th...

£ Extensible Authen... The Extensi...

5 Fax Enables you...

% Function Discover... The FDPHO... Started

Q Function Discover... Publishes th...
Q,Group Policy Client The service... Started
(% Health Key and Ce... Provides X.5...
£ HomeGroup Liste... Makes local...

% HomeGroup Provi... Performs ne...
£ Human Interface ... Enables gen...
{4 IKE and AuthIP IPs... The IKEEXT ...
% Interactive Service... Enables use...
C.;'glnternet Connecti... Provides ne...
C,,IP Helper Providestu... Started
ChIPsec Policy Agent  Internet Pro...
KtmRm for Distrib... Coordinates...
i Link-Layer Topolo... Creates a N...
% Media Center Exte... Allows Med...
G., Microsoft .NET Fr... Microsoft ....
£ Microsoft iSCSI Ini... Manages In...

Startup Type
Manual
Manual
Manual
Automatic
Manual
Automatic
Manual
Manual
Manual
Manual
Manual
Automatic
Manual
Manual
Manual
Manual
Manual
Manual
Disabled
Automatic
Manual
Manual
Manual
Disabled
Manual
Manual

]

Extended /(Standard /

More Actions »

The service can also be disabled to prevent it from start after reboot using the management console.
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5. Installing and configuring IPv6

5.1. Configuring IPv6 routing

If experiencing problems connecting to devices using IPv6, manually configure the IPv6 routing table
as described below.

5.1.1. Start the netsh utility

In the Command Prompt window, type ‘netsh’ and press ‘ENTER’. A ‘netsh’ prompt will be shown, as
is seen below.

AWINDOWSAsystem 3 2\netsh.exe
netzh>

5.1.2. Select IPv6 configuration

At the ‘netsh’ command prompt, type ‘interface ipv6’ and press ‘ENTER’.

AWINDOWS\system32\netsh.exe

netshXinterface ipuh
netzh interface ipuvbl>_

ONVIF Test Tool v.14.06 Installation Guide June 2014
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5.1.3. Display current interfaces

To display the current interfaces, type ‘show interface’ and press ‘ENTER’ and the ‘netsh interface

ipve’ prompt.

Find the interface to be used, typically named ‘Local Area Connection’ and note its index in the ‘Idx’

column.

v C:AWINDOWS\system32\netsh.exe

netzh>interface ipub
netszh interface ipvbrshow interface
Querying active state...

Disconnected
Connected
Connected
Connected
Connected

netsh interface ipuvb>

Teredo Tunneling Pseudo—Interface
Local Area Connection

b6to4d Pzeudo—Interface

Automatic Tunneling Pseudo-Interface
Loophack Pseudo—Interface

5.1.4. Add routing entry

Also at the ‘netsh interface ipv6’ prompt, type ‘add route prefix=<address prefix>
interface=<interface idx>' and press ‘ENTER’. The ‘<interface idx>' is the index of the network
interface as being identified above. The ‘<address prefix>" is the prefix for the device (DUT) IPv6
address, in the format of ‘<address>/<prefix length>’, e.g. ‘2001:1:1:1:1:1:1:1/128’ or ‘ff00::/8’".

CAWINDOWS\system32inetsh.exe

netsh»interface ipvb

netzh interface ipv6rszhow interface

Querying active state...

Idx
5 Disconnected
4 Connected
3 Connected
2 Connected
1 Connected

netzsh interface ipvbradd route prefix=feBO::240:8cff:feab:81chs128 interface=4

Ok .

netsh interface ipwbl>

Teredo Tunneling Pseudo—Interface
Local Area Connection

btod Pzeudo—-Interface

Automatic Tunneling Pseudo—-Interface
Loopbhack Pseudo-Interface

ONVIF Test Tool v.14.06 Installation Guide June 2014
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5.1.5. Verify routing information

To verify the added routing information, type ‘show route’ and press ‘ENTER’. Verify that the new
route is added to the routing table.

CAWINDOWS\system32\netsh.exe

netzh>interface ipvb
netsh interface ipvbe>show interface
Querying active state...

Dizconnected Teredo Tunneling Pzeudo—Interface
Connected Local Area Connection

Connected 6tod Pseudo-Interface

Connected Automatic Tunneling Pseudo-Interface
Connected Loopback Pseudo—-Interface

netzsh interface ipuvbradd route prefix=feBO::240:Bcff:-feab:81ch-128 interface=d4
0k.

netzh interface ipvb6>show route
Querying active state...

Met Prefix Idx GatewaysInterface Mame

0 feBO::240:8cff:feab:81ch- 128

netzh interface ipwb>_

5.1.6. Add routing of other devices

All ONVIF devices to be tested for IPv6 based traffic needs to have a valid routing entry added to the
routing table. That is, repeat the last two steps for all devices intended to be tested.

Note that routing for the address ‘2001:1:1:1:1:1:1:1’ should be added to the routing table because it
is used in the testing procedure.

5.1.7. Close netsh

To close the netsh configuration tool type ‘close’ and press ‘ENTER’. The routing table of your
windows installation has now been manually configured and can now be used by the ONVIF Test Tool
to test IPv6 services.
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